We present a prototypic Quantum Key Distribution (QKD) back-bone network, formed by seven QKD-Link devices that connect five subsidiaries of SIEMENS Austria. This highly integrated trusted-repeater type QKD network allows integration of heterogeneous QKD technologies.
Introduction
The rapid progress in theory and experiment of Quantum Key Distribution (QKD) techniques has been reflected by a number of successful demonstrations in the past years. Many groups all over the world have put forward QKD-Links, operating in the standard point-to-point modus ( Fig. 1.a) .
A number of research spin-offs entered the market recently (IdQuantique, MagiQ, Smart Quantum), while some internationally operating enterprises (e.g. NEC, Toshiba, Thales and HP) currently develop and demonstrate prototypes. The secure communication solutions pursued are typically based on dedicated high-end symmetric encryptors with frequent key change, fresh key being constantly generated by QKD devices. The resulting QKD-Link-Encryptors offer comparable functionality to existing products but feature higher levels of security. However, broad proliferation of QKD systems is hindered by a number of road blocks revolving typically around: the point-topoint paradigm and correspondingly the quadratic scaling of the initial secrets with the number of users, the question of integrability in existing networks, the price of QKD devices, but also around issues like missing standards. As a result, QKD appears to be restricted to a relatively narrow niche market. 
SECOQC Quantum-Back-Bone (QBB) Network
The main SECOQC goals were to design, implement, take into operation and test an integrated secrets' distribution network ( Fig. 1.b ) deployed for test purposes in the city of Vienna (Fig. 2.) . A wide range of heterogeneous QKDsystems engineered by SECOQC partners have been connected via Node Modules, which provide standard interfaces and overtake the novel network-wide secret distribution protocols. The QBB, deployed on a typical telecom metropolitan area network, is a crucial step towards demonstrating the feasibility of networked, multi-point to multi-point QKD. A target market of quantum based communication solutions for organizations with distributed subsidiaries/facilities such as governmental institutions, companies and banks is envisaged. To this end a number of a686_1.pdf The QBB concept allows additionally a quite different use-case: provision of secure communication services by a trusted provider/operator. In such a scenario end-users (U x in Fig.1.b ) connectivity to the QBB could be enabled by local Quantum Access Networks (QAN). QANs have remained outside the main focus of SECOQC. In the SECOQC prototype a single free space link allows connectivity of the demonstration forum to the QBB.
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Integrated QKD-Networks -basic properties
There are different ways to extend QKD from a point-to-point secure key generation service to a network-wide information-theoretically secure key agreement [3] . SECOQC follows the only wide-range solution possible with current technology: Network nodes are considered to be situated in secure locations and are connected by QKD-Links. The integrated QKD network put forward by SECOQC has the following main properties:
•
The key provided on a QKD-Link basis is collected in dedicated key-stores in the nodes •
The point-to-point secure links allow distribution of secrets along the network on a node-to-node basis.
•
The protocols for secrets' routing and transport ensure information-theoretic security while enabling optimal utilization of secret transport capacities. A QKD-network offers advantages similar to those that a telecommunication network provides in comparison with direct point-to-point links: longer communication distances and higher rates; reduced number of new point-topoint links needed to register new users (linear instead of quadratic scaling); improved reliability of communication, etc.
QKD-Link devices used for the SECOQC-QBB
For a convincing demonstration of the QKD network, SECOQC has developed highly-mature QKD-Link devices. For the stage of deployment, only devices with a (information-theoretically) secure key rate of more than 1 kbit/s at 25 km over standard telecom-fibers have been accepted. The following systems have met these criteria and form the QBB-network [1]:
Attenuated Laser Pulses: The Swiss company IdQuantique delivers three commercially available device-pairs usually referred to as "Plug & Play''. Coherent-One-Way: The Institute GAP (University of Geneva) headed by Prof. Gisin provides one QKD system in which the position of non-empty time slots of the attenuated light pulses carries the transmitted bit value. One-way, decoy states: The group of Andrew Shields (Toshiba UK) brings a phaseencoding QKD system with two interferometers, which are stabilized by classical pulses sent after the quantum signals. Entangled photons: The group of Prof. Zeilinger from the University of Vienna provides a QKD-system in which correlations of entangled photon-pairs are used to generate the key. Continuous Variables: The consortium CNRS-Thales-ULB lead by Prof. Grangier develops the only continuous variable QKD system in the prototype, in which homodyne detection of coherent light pulses replaces the usage of single photon detectors.
The "last mile" (80 m), access Free Space Link has been developed by a LMU (Munich, Germany) team lead by Prof. H. Weinfurter. It offers a high rate (>10kbit/s), stable connectivity to the QBB in a 24/7 operation regime.
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QKD Network Protocols
SECOQC has designed and implemented a novel interface to ensure seamless integration and interoperation between all different QKD-Links and the node module, which host all higher level protocols. This interface interacts with a Quantum Point-to-Point Protocol (Q3P), which provides the QKD-Link devices with a classical authentic communication channel they need for key distillation. Q3P simultaneously offers authentication and encryption services for upper layers in the network. Most importantly, Q3P also serves as Point-to-Point Protocol between a pair of QBB nodes and manages the key-stores.
The QKD Routing Layer (QKD-RL) Protocol [4] manages the routing information within the QBB nodes. QKD-RL follows the pattern of OSPF but includes essential modifications to address the specific requirements arising from the sensitivity and relative scarceness of key material.
The QKD Transport Layer (QKD-TL) Protocol [4] is inspired by TCP/IP but introduces new approaches dealing with highly congested networks based on QKD-generated key resources. QKD-TL enables users to exchange confidential and authentic information across the network on an end-to-end basis.
All three protocols sketched above are independently designed and each presents a standard-like interface, which can easily be introduced in current telecom network infrastructures. No applications running on upper layers need to be modified in order to use the unconditionally secure network connectivity.
Results
The following example (see measured results on Fig. 3) gives a typical picture of the QKD-network functionality: Alice (at BREIT) is connected to Bob (at SIE) via QKD-Link L1 (see Fig. 2 , upper part of the ring) while the path L5 & L2 (both meet at ERD) offers an alternative communication channel. After four hours exclusively dedicated to filling all the key stores, we first utilize the key grown over the direct Link L1 employing a secure communication application. As soon as a minimal admissible threshold of key material for L1 has been reached (arrow at Fig. 3 ), transport is rerouted over the second path L2 & L5 and, correspondingly, the respective key material starts being used. 
Conclusions
We have successfully demonstrated the functionalities of a QKD network on the deployed test-bed, where highly mature QKD-Links interoperate with novel QKD-network protocols Q3P, QKD-RL and QKD-TL. This important step towards practical implementation of QKD has been achieved by the successful collaboration of all 41 SECOQC partners.
